scrambling encryption in the transform domain. In order to measure the degree of scrambling, we propose a "scrambling degree" concept. Experiments confirmed that the encryption algorithm has good scrambling in nature, and achieved good encryption effect. It confirmed the degree of scrambling encryption can effectively reflect the effect of scrambling encryption of the algorithm.
INTRODUCTION
Currently, the international Internet technology worldwide has rapidly developed around the world. Many of the activities of people are linked through a variety of information systems. With the computer networks, people can easily perform various multimedia information exchanges.
Digital image is a kind of media that can be adapt to the development needs of computer network, and contains a wealth of information. However, transmitting data files or images through the network, makes malicious individuals or groups transmit and copy the copyrighted content without obtaining the owner's permission. So encrypting the digital image has become an important research direction. Although traditional cryptography encryption algorithm has a strong security, the result of encrypting image is not necessarily the best. Digital image scrambling is to transform a digital image, to make it unrecognizable and become another chaos images without obvious meaning. If the operator knows the algorithms he can reconstruct the original image from the chaos image by using the certain algorithms. Theory encrypts the image data stream through using the chaotic signal, and it has the advantage like high security, encryption speed, large key space, and good scrambling effect. The scrambling process of digital image is essentially a process of coding and decoding of a class of image. When the third capture confusing image, since the parameters of scrambling algorithm are confidential, even in the case that the algorithm is known it is also difficult to decipher. The image scrambling requires that the image has a lower intelligibility after scrambling; the scrambling image should have a certain degree of security after scrambling, and can withstand a certain degree of attack. Digital image scrambling cannot change the resolution of images, the images that remove the scrambling have undifferentiated or little difference with original image, and can be able to accurately express the content or meaning of the original image. Compared with traditional cryptography, digital image has a large amount of data, thus it has a lot of clear space, and also has a great ciphertext space, the most important is the autocorrelation of the digital image visually manifested direction of perpendicular and direction of various tilt angles, it is difficult for such one-dimensional signal sequence in this paper to talk autocorrelation, Therefore, when considering the scrambling algorithm we should fully consider the impact of algorithm on the image autocorrelation, the worse the autocorrelation the better the scrambling, the poorer the intelligibility of the image after scrambling. Therefore, the conventional cryptography encryption algorithm has a strong security, but the effect of encrypting image is not necessarily the best. Digital image scrambling technology extended from a one-dimensional single-table password, applied to the two-dimensional image plane, even the three-dimensional image color space, disrupted the component of the image, damaged autocorrelation of the image, even if the computer uses the "exhaustive" to calculate various combinations, and also consumes a lot of time, to a certain extent, the digital image scrambling technology protects the image information.
THEORY OF DIGITAL IMAGE ENCRYPTION
Commonly used digital image scrambling methods are mainly based on a number of ways that transform from Arnold; and use the pixels on the image to do the Hilbert curve methods that can traverse change the sorting scrambling; and methods that use other mathematical knowledge and peculiar phenomenon to do the digital image scrambling and methods that are based on chaotic sequence scrambling. These methods have advantages and disadvantages on security scrambling and effect of removing scrambling.
The image can be viewed as a binary function F (x, y), (x, y) ∈ Ron a plane region R, in general, the region R is a matrix form, to any point (x, y) on the R, F (x, y) represents the image information (such as the gray value, RGB component values, etc.), it shows that the binary function of the image has its particularity. After the image is digitized Z = F (x, y) is corresponding to a matrix, the rows and columns where the elements of the matrix are in, are the coordinates of all pixel of the image displayed on the computer screen, values of the element are the pixel gray (typically 256 levels, an integer from 0 to 255), the color image can be taken into the mixing matrix, the gray level of each pixel has relationship with the red, green, blue, the color images can be represented as three matrices, and also can be represented as a three-dimensional vector matrix, digital image scrambling transformation can happen in the position space, color space, and on the frequency space, however, in order to restore the original image, we must ensure that the original image and the converted image are maintained between the correspondence.
IMAGE ENCRYPTION ALGORITHM BASED ON MIXED CHAOTIC SEQUENCES

A. algorithm design
With the improvement of emphasis on the multimedia information security, the development of image encryption technology in China is imminent. For multimedia information, especially picture and audio information, see the traditional password encryption as a normal data traffic and encrypt it, without considering the characteristics of multimedia data, it will have some limitations. Image scrambling encryption methods, such as the classic Arnold transform, Hilbert curve transformation, E curve transformation, geometric transformations, and Knight Parade scrambling transformation, etc., effect of each methods are not the same after image scrambling, but they all have a certain certainty, while during the scrambling process what are changed are only the position of the pixel, the size can not be changed, so the image scrambling still have a certain regularity. Literature [1] proposed encryption algorithm based on chaotic sequence, it do not only change the position of pixel and also change its size. The algorithm belongs to the spatial domain algorithms. The achievement of ordering encryption algorithm in the spatial domain is simple, the calculation of the ordering encryption algorithm is less. However, the local random scrambling effect of spatial domain is not very good. The algorithm proposed in literature [2] is DCT domain algorithms. The advantage of frequency domain algorithm is, the changes of each point in the frequency domain have some impact on the entire data set. Relative to the spatial domain algorithm, frequency domain encryption algorithm has more efficiency. In this paper, we propose the wavelet image scrambling encryption algorithm that are based on hybrid chaotic sequence.
1) Chaotic system
Chaos is a process during which deterministic and liking a random appear in nonlinear dynamical systems, this process is neither cycle nor convergence, and has extremely sensitive dependence on the initial values.
A one-dimensional discrete-time nonlinear dynamical system is defined as follows:
In the formular, , ,
x is mapped to the next state 1 + k
x . If we start from the initial 0
x , repeated the application of t , we can get a sequence of
. This sequence is called a trajectory of the discrete-time dynamical systems. A class of very simple dynamical systems but has been extensively studied is the Logistic mapping, which is defined as follows:
and it is defined as above. The research of Chaotic dynamical systems pointed out that, when
mapping work in the chaotic state. That is to say, the sequence
generated by the Logistic mapping from the initial condition x 0 is non-periodic, not converge, and is very sensitive to the initial value.
Without the lost of generality, for simplicity, we mainly consider the case when 4 = m , namely:
The inputs and outputs of Logistic mapping are located in (0,1), you can use the probabilistic method to quantitatively analyze the features of the sequence , Schuster H.G proved that the probability distribution density function
that generated from the formula (3), and the function is shown as the following formula:
What can be seen from Equation (4) is, chaotic sequence generated from Logistic mapping is ergodic, and it also has the cross-correlation function between autocorrelation function and zero, so it can be used as a good generator of image scrambling sequence.
In literature [3] , [4] and [5] [6] , etc. we all use Logistic mapping in formular (3) to generate chaotic sequence, and use it for encryption scrambling. When the initial value is
; When the initial value is
, the chaotic sequence generated from formula (3) is
Obviously, the sequence in both cases is not available for scrambling. We called these two cases ordinary keys and extraordinary keys.
(1) Ordinary keys
This key is called an ordinary key that cycle is 1. Similarly, for some positive integer k, it can make 0 x x k = , so we can get that
This key is called an ordinary key that cycle is k , Obviously, when 0
x is equal to ordinary keys that the cycle is k , Logistic mapping in the formula (5) take only has k number of value. , , , ,
It does not generate chaotic sequence.
(2) extraordinary keys Suppose > <k
x is ordinary key that the cycle is k , that it can get that:
x is extraordinary key that the cycle is k , this extraordinary key that the cycle is k is existing. Solving the ordinary key is solving the following equation
, There exists real solutions in the above equation. If it is an ordinary key that the cycle is 1. After solving we can get that
is an ordinary key that the cycle is 1.
(3)existence of ordinary key and the extraordinary key
Ordinary key that the cycle is 1 will meet the equation
After solving we can get that
Ordinary key that the cycle is 2 will meet the equation
After x was eliminated, a cubic equation we can get that )).
Because ordinary key that the cycle is 1 is ordinary key that the cycle is 2, So (6) will be the roots for the cubic equation (7) , use the division to solve it, we can get that
, equation (7) has two roots. That is there are two ordinary keys that the cycle is 1. MATLAB has been used to solve the ordinary key that the cycle is 3, we can get that when x ' in (0,1) . These points are "sparse" relative to the entire (0,1)
interval, but they are not negligible for scrambling encryption algorithm. Suppose that
is chaotic sequence that generated by the Logistic mapping, when k x is equal to the ordinary key > <l x that the cycle is l or is equal to the extraordinary key > <l x ' that the cycle is l , so the sequence after k x necessarily have cyclical, and the cycle is l . This is not consistent with our requirements for chaotic scrambling encryption algorithm, for example, from the formula (6) we can know that, when
, the sequences generated from Logistic map is
, Such sequences cannot reach the scrambling effect.
2)Wavelet transform processing of the image
Since the late 1980s Wavelet analysis theory has become internationally very active area of research, it has been widely used in image processing, oil exploration, data compression, CT imaging, fractal geometry, and many other fields [7] [8] [9] . In the formula the first part is the projection that f (u) on V1, the second part is the projection that f (u) on W1. Since V1 = V2 ⊕ W2, in the formula the first portion may be further decomposed, respectively projected onto the space V2 and W2, Solving the formula like this way, we can get pyramid decomposition of the signal. The decomposition recursive formula is: This pyramid decomposition algorithm is also suitable for two-dimensional case. Since the original image of each color has 5 bits, a total of 32 gray levels, if the gray level changes, although it increases 1 or decreases 1, it is sensitive to visual, The coefficient values after the decomposition and the pixel values of the low frequency image are real numbers, which will cause the quantization error. Therefore, in order to ensure the quality of the decoded image, we must consider as possible to reduce quantization errors.
Ø Denoising treatment
Denoising treatment is more important work in image processing. For example several small pieces of an image are stained by noise points, if directly remove the dust, it will leave traces.
Using wavelet transformation the characteristics of the signal itself from these different levels of wavelet components, and then to extract the edge points.
Wavelet analysis is constantly evolving in theory, see from the theory of wavelet analysis, application of wavelet packet has its obvious advantages, It can complete more finer image orthogonal decomposition, that is: based on the tower decomposition, and then decompose the coefficients image that got the high frequency, Makes the band of the high frequency system image after the final decomposition can be put into more sophisticated way. Then do the optimal combination of the resultant series of coefficient images, This allows the high frequency coefficients image that the band is more finer divided to take corresponding measures, Such as process the high frequency coefficients image which the human eye is not sensitive to, or simply remove certain components of frequency coefficients, it is conducive to the application in image processing.
In summary, the wavelet transform is the time -frequency representation of the image.
Compared with the conventional DCT transformation, the time frequency of DCT is irrelevant, WT spatial resolution increases with frequency, and it has better adaptability for the edge that dramatic changes; On the other hand, a normal image are energy concentrated in low frequencies, in WT the rate of change of the frequency is inversely proportional to the frequency, allow to decompose low-frequency into the finer sub-band.
Every time image is decomposed into four sub-graphs by wavelet transform, of which corresponds to a smoothed version, and the other three corresponds to details versions (shown in 
B. image scrambling algorithm that based on mixed chaotic sequence
Because there are ordinary keys and extraordinary keys in the Logistic mapping, we propose a image encryption algorithm that based on mixed chaotic sequence, it can avoid generating ordinary keys and extraordinary keys.
a)Algorithm principle
Order Chebyshev mappings are defined as follows:
In the formula, the defined range is ) 1 , 1 (-, in this article we make the defined range ) 1 , 0 ( .
In algorithm that proposed in this paper, first use the Logistic mapping (3) The user must enter the correct key, make the encryption algorithm reverse operation, then we can get decrypted images.
RESULTS AND ANALYSIS
We use Daubechies wavelet transform to achieve the algorithm in this article. Figure 2 is the encrypt results of the algorithm to the Lena image. , set the ordinary key x 0 =0.75 that the circle is 1 and the extraordinary key x 0 =0.25 that the circle is 1 in the Logistic mapping as the initial value, the algorithm is able to produce chaotic sequence that can meet the requirements, it is a result that single using Logistic mapping cannot produce. Meanwhile, use this mixed chaotic sequence to do scrambling encryption, but also increase the difficulty of image decryption attacks. Figure 2 (c) is the encrypted image that the key is x 0 = 0.7, Figure 2 (d) is the image that uses the correct key to decrypt . Figure 2 (e) is the image that is decrypted with the wrong key, We can see that, as the chaotic sequence is very sensitive to the initial value, even small changes in key value will get a completely different results of decryption, so there offers a large number of room keys for us to choose, greatly improve the security of encryption.
CONCLUSIONS
In order to study digital image scrambling, this paper discusses the chaotic sequence images study that is based on the Logistic mapping. Propose a images encryption algorithm that are based on chaotic sequence, improved the performance of digital image scrambling encryption.
Chosen the wavelet transform as the time-frequency conversion tool, full use of the images characteristics that the images are wavelet decomposed, choose to do scrambling encryption for images in smoothed version after the images are decomposed. Because changes of each point in the frequency domain will have some impact on the entire data set, so the algorithm can achieve good scrambling encryption effect. Experimental results show that, even small changes in key value will get completely different results of decryption, so there offers a large number of room keys for us to choose, greatly improve the security of encryption.
